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Primary Storage Use Cases:
Performance-critical Apps
Mission-critical Apps
Business-critical Apps
Containers
Cyber Security
Al/ML
Analytics
Big Data
Business & Office Apps Data
Warehouses
HPC
Hybrid Multi-Cloud
VDI
Virtualization
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Review: InfuzeOS - One SDS Architecture, All Platforms

Guaranteed SLAs:
Performance
100% Availability
Cyber Storage
Immutability
Cyber Storage
Recovery Time (RTO)
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Secondary Storage Use Cases:
Next Generation Data Protection
Archive
Backup
Disaster Recovery
Hybrid Multi-Cloud
Instantaneous Recovery
Long-Term Retention
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Review: InfuzeOS - One SDS Architecture, All Platforms
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Cyberattacks are Extensive and Expensive!

» Cyber security is the #1 concern of CEOs globally

INFINIDAT

(PwC Pulse CEQO survey, Oct 2024) S
* Cyber security is the CIOs’ #1 intent to purchase in ““ 5ty
the 2025 CIO Surveys SSiiveiion Actiechiio Uk

 Stringent cyber security regulations across the
globe: EU, US, UK, Japan and more

i

i A\ | ll’mm
- Enterprises suffer 1,636 cyberattacks per week B Cyber Resience Act Wl >
(up 30% over 2024) Wy

For safer & more secure

digital products

* Demand for cybersecurity experts exceeds
supply! 27% of jobs are vacant — Skills Gap
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Next-Gen Cyber Data Protection and Recovery

RECOVERY-FIRST CYBER-STORAGE STRATEGY POWERED BY INFINISAFE TECHNOLOGY

DATA VALIDATION WITH ACCURACY
InfiniSafe Cyber Detection - An on-prem SaaS
that provides the industry’s best and most
comprehensive validation and detection
capabilities

NEARINSTANTANEOUS BUSINESS DATA RECOVERY
Core InfiniSafe - Recover your validated data

confidently with status information provided from

InfiniSafe Cyber Detection.

INTEGRATION INTO CORPORATE
CYBER SECURITY ECOSYSTEMS

InfiniSafe Automated Cyber Protection - Seamlessly
integrates into any SIEM or SOAR-based cyber security

application or your SOC to proactively protect your most
critical data.

S

IMMUTABLE SNAPSHOTS

Core InfiniSafe - No-impact immutable snaps
means you can protect the data anytime without
worry to your workloads and never miss an
opportunity to dynamically protect your data when
integrated with InfiniSafe Automated Cyber
protection.

LOGICAL/REMOTE-AIR GAPPING

Core InfiniSafe - True immutability means your data
is automatically logically air gapped.

FENCED FORENSIC ENVIRONMENT

Core InfiniSafe - Provides a secure/private space to
automatically validate your data is important and easy.



I InfiniSafe Cyber Resilient Storage Across the Portfolio

Primary Storage Secondary Storage

Backup Application

Backup Backup Backup

Primary Storage

Application Application NOT
providing DEDUP providing DEDUP
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Application Aging
to Cloud

n InfuzeOS™
CLOUD EDITION

InfiniBox™ SSA I InfiniSafe InfiniBox® InfiniGuard®
El Immutable
. o e Snapshot . . .
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InfiniSafe — Same Functionality Optimized by Solution

Consistent Cyber Resilience

InfiniSafe Cyber Stack

* Builtinto InfuzeOS

* Flexible Integration
o Reference

Built Into InfuzeOS
Purpose Built
Fully Orchestrated

InfiniSafe

Architectu re Immutable Snapshots
\ , , Logical Air-gapping
o APIfirst Integration Fenced Forensic Environment ° G uara nteed |
methodology Near Instantaneous Recovery )

o Immutability
o RTO-20MinsorlLess

Automated Cyber Protection

InfiniSafe®
CYBERDETECTION

* Guaranteed!
o Immutability
o RTO-1MinorLess

Primary Storage Secondary/Backup Storage
InfiniBox/InfiniBox SSA InfiniGuard
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InfiniSafe ACP - Protection at the Speed of Compute

* Near Real Time — reduce the threat window!

 Trigger is sent to ACP from an integrated source

o Security Operations Center

InfiniSafe’ for InfiniBox"

o SIEM or SOAR data center-wide cyber security software applications =ttt tibrelak s R

Delvering Oyber Reslance

* API’s and connectors easily trigger immutable Snaps

* Immutable Snaps are Instant i

\ ‘”u,“_’_,_...-» PRI
o No effect on production applications and workloads \\\\\\\\\\\\-»z///!//ﬂ}ﬁ{{’"

« Can be orchestrated with InfiniSafe Cyber Detection
scanning
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InfiniSafe ACP - Protection at the Speed of Compute

* Near Reg
o Tri gg “Infinidat’s integration with data center wide cyber protection solutions - software or a
Security Operations Center, is the solution enterprises love to see. This is because they can
S take advantage of early warning security incidents to automatically grab snapshots of
© mission-critical data! The utility ofimmutable snapshots has already been proven, but this
5 S| automation that ties it into Security Operations Centers and a huge set of security

software applications gives an enterprise such an edge to minimize a cyberattack before it
, can do much damage. Infinidat’s new Automated Cyber Protection solution is an enterprise
API's storage cybersecurity solution to take seriously.”

Arjan Timmerman

|mm Analyst
TECHunplugged 4

o No effect on production applications and workloads

Can be orchestrated with InfiniSafe Cyber Detection
scanning
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Automated Cyber Protection (ACP)

ACP will act on security alerts sent from a secondary source and detect Cyber Compromise Event Alerts and

Automatically Create new Immutable Snapshots of InfiniBox Volumes and File Systems registered for protection,
shortening the time gap between recoverable snapshots in the enterprise

* o Example:

Compromise detected at 10:00am from a data scan performed by InfiniSafe Cyber Detection
(Powered by Index Engines CyberSense)

By 10:01am - 100 InfiniBox Volumes and File Systems are Instantly protected with New Immutable Snapshot Updates and
their “events” are labeled with “ACP” signatures on both, the InfiniBox and InfiniMetrics

Time and immutable snapshots matter when you are compromised

ACP =Instantaneous Automated Protection of Enterprise Storage
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ACP - Snapshot Reporting to InfiniBox and InfiniMetrics

ibox2503 PERFORMANCE SAN 0B/sec 31I0PS NAS 0B/sec 0OPS HEALTH Peak Health

Events

InfiniBox reported ACP
Snapshot Creation Events
- Filtered on Snapshot Creations

Events (2149)

Show Event Popups © m EVENT RULES

EVENT CODE Y TIMESTAMP ¥ Y DESCRIPTION o

INFO SNAPSHOT_CREATED psus-giTa 1/10/2025 4:20:36 AM Created snapshot 'PSUS_ANSIBLE_vol_snap' from parent P.

SNAPSHOT_CREATED 1/9/2025 4:20:41 AM

INFO psus-gitlab-cicd Created snapsho!

Created snapshot ‘acp-fs-
0_snapped_by _ACP_2_dcc26835e854' from parent 'acp-

INFO SNAPSHOT_CREATED psus-gitlab-cicd 1/9/2025 4:20:40 AM Created snapsho!

fs-0"

INFO SNAPSHOT_CREATED psus_acp 1/8/2025 10:14:42 AM Created snapshot 'acp-fs-0_snapped_by ACP_2_dcc26835e...
INFO SNAPSHOT_CREATED psus_acp 1/8/2025 10:10:36 AM Created snapshot ‘acp-fs-0_snapped_by ACP_2_3c8daicf6...
Il ibox2503 | System totals ooy o Created snapshot ‘acp-fs-0_snapped_by_ACP_2_eda2ad725
System totals ~ SAN & NAS v 7daysv (2
SAN 10PS ~ NAS OPS
20250124 053000
20 0
' | 027 f Nt 1
| 1 - Wit
ey - . InfiniMetrics reported
1 ; i '
i ; x
osterers ACP Snapshot Creations
® o ® 00 B I t
SAN THROUGHPUT ~ NAS THROUGHPUT
20250124 053000
ead 00
- Write 1.3K8/s
® ce. | ® 00
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InfiniSafe Ransomware and Malware Resistance
Cyber Detection Flexibility

R —
/ Trained on

89.99% confidence thousands of
variants

Observations over time

Deep inspection of files

Deep inspection of databases

Tested

Metadata based analytics

Continual sgainet
papessmaii millons of
/ datasets

Hundreds of content-based analytics
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InfiniSafe Cyber Detection s InfiniSafe*

CYBERDETECTION

 Broad coverage S L

o Block, file, database & VMware data stores TR

o Leverages Al and over 200 datapoints for learning

o Uses Al and ML technology to scan for malware,
ransomware, and other cyber anomalies —

o Identifies both known and unknown variants N s

o 99.99% effective O \/ £ = O

o Integrated reporting with data center-wide cyber .
security software or your Security Operations
Center though APIs
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The Exact State of Your Data - InfiniSafe Cyber Detection

& (¢ © Not Secure  hitps://ps-wt-rhel92/InfiniSafeUl/dashboard/backups w

InfiniSafe® Home  Alerts 10 Hosts  Snapshots Policies  Settings Q | Welcome admin 9

CYBER DETECTION

Snapshots

= Filters ¥ Download

STATUS HOST Y ID TYPE EXCEPTIONS START OF SNAPSHOT START OF SCAN
Clean setrain-nbu2 VWVM-setrain-nbu2-0000000067...  Full No 2024-10-23 23:36:28 2024-10-23 23:Z
Clean setrain-nbu2 VWVM-setrain-nbu2-0000000067...  Full No 2024-10-23 22:06:17 2024-10-23 22:(
Clean setrain-nbu2 VWVM-setrain-nbu2-0000000067...  Full No 2024-10-23 21:33:58 2024-10-23 21:2
Clean setrain-nbu2 VWVM-setrain-nbu2-0000000067...  Full No 2024-10-22 20:51:20 2024-10-22 20:£

setrain-nbu2 VWVM-setrain-nbu2-0000000067... Full No 2024-10-22 20:28:25 2024-10-22 20:z
Clean setrain-nbu2 VWVM-setrain-nbu2-0000000067...  Full No 2024-10-21 23:23:17 2024-10-21 23:2
Clean setrain-nbu2 VWVM-setrain-nbu2-0000000067...  Full No 2024-10-21 22:57:41 2024-10-21 22:¢
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InfiniSafe Cyber Detection Early Warning System

« Multiple InfiniBoxes or InfiniBox SSAs replicate to one

« Cyber Detection offload “array” will scan all data files and tag any corrupted files,
create forensic report

* Provides the intelligence needed to detect an attack

Multiple InfiniBoxes replicate to offload InfiniSafe Fenced Forensic Environment + Near instant
Immutable Snapshot recovery

-

. InfiniSafe®
CYBER DETECTION
> o
> Copy of Snapshots:
- PIT-xxx
> Validate known good files

o J
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InfiniSafe Cyber Detection Early Warning System

« Multiple InfiniBoxes or InfiniBox SSAs replicate to one
« Cyber Detection offload “array” will scan all data files and tag any corrupted files,

. “Strategically, IT must look beyond the venue of primary and secondary storage
* Provic to combat cyber attacks. Infinidat’s complete solutions has taken the lead here
by leveraging the syslog of security technologies, such as SIEM and SOAR to
detect and respond to anomalies that belie potential threats. With this forward

view analysis, Infinidat customers can detect earlier and faster with an
automated aresponse to the threats and are more likely to thwart the impact of a
cyberattack.”

Camberley Bates
VP Data Infrastructure

The Futurum Group

Copy of Snapshots:

 PITx00¢

Validate known good files
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InfiniSafe Cyber Detection Solution s A

» Applications can validate immutable snapshots in Fenced Forensic environment
« Cyber Detection will tag any corrupted files, create forensic report
* Provides the intelligence needed to facilitate recovery

InfiniSafe Fenced Forensic
Environment + Near instant
Immutable Snapshot recovery

InfiniSafe Guaranteed Immutable

Snapshots of Volumes, Files, etc. / \ Fast Recovery of last known
/ . InfiniSafe® good copy in production

/ \ CYBER DETECTION

PIT-1 .ﬁ. PIT-1

PIT-2

PIT4 - ; -' Copy of Snapshots: Scanning Engine ‘
P

PIT-5

—)

PIT-6 . ; PIT-xxx

PIT-7
PIT-8 Qo pirs Identify compromised data &
J & Validate known good files j
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Cyber Storage Resilience Web page

INFINIDAT Products Solutions Resources Partner Company Support Request aDemo ContactUs

The question is not if you will suffer a cyberattack, but when. Ensure the continuity of your business with
comprehensive, enterprise-class, cyber-resilient storage and modern data protection.

Learn More

INFINIDAT

SOLUTION BRIEF

Resources

InfiniSafe® Cyber Detection

The impact of cybercrime is expected to cost businesses 8 trillion USD$ per year.! Every 39 seconds, there is a new

attack somewhere on the web.? The costs to a business include damage and destruction of data, lost productivity, theft IS,
of intellectual property, theft of personal and financial data, embezzlement, etc. Along with the post-attack disruption to

the business, you have forensic investigation, detection and restoration of hacked data and systems, and loss of trust and

reputation. Most security and IT teams feel that it’s a matter of time before they have a cyberattack. Are you prepared?

InfiniSafe technology provides a multi-layered cyber stack for the creation of cyber storage resilient environments with the
InfiniBox® and InfiniBox™ SSA platforms.

The introduction of InfiniSafe Cyber Detection, enhances Infinidat’s cyber storage resilience and response capabilities by
enabling the security and IT teams to detect ransomware and malware attacks with up to 99.5% accuracy, and enable near
instantaneous recovery of data from clean “known good” copies on the InfiniBox and the InfiniBox SSA platforms.

systems failure, human error-Infinidat has your primary disaster recovery to help enterprises avoid ransomware
storage covered with cyber resilient solutions that and other cyberattacks with our powerful, enterprise
provide afirst line of defense and facilitate fast recovery. modern data protection with built-in cyber resilience

solutions. 6
https://www.infinidat.com/en/cyber-resilience
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Next-gen Data Protection and Recovery Web page

INFINIDAT Products Solutions Resources Partner Company Support Request aDemo ContactUs

Next-Gen Data Protection and Recovery

Comprehensive, end-to-end data protection that is cyber-centric with guaranteed recovery and

integrated cyber data resilience for today’s modern diverse workloads.

Request aDemo

Overview Benefits UseCases Ecosystem Solutions InfiniSafe Resources

Powerful Cyber Resilience with Recovery Guarantees

Infinidat enterprise storage platforms, InfiniBox and InfiniGuard, deliver outstanding performance levels,
availability, cyber resilience, ease of use, and cost savings at scale for today's block and file-based workloads.

https://www.infinidat.com/en/next-gen-data-protection-and-recovery
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The End Users Have Spoken

INFINIDAT

INFINIDAT

INFINIDAT

INFINIDAT

InfiniBox Reviews

by Infinidat in Primary Storage Platforms (Transitioning to
Enterprise Storage Platforms)

4.9 Yk %K% 502 Ratings

InfiniBox SSA Reviews

by Infinidat in Primary Storage Platforms (Transitioning to
Enterprise Storage Platforms)

4.9 Yok KKk K 34 Ratings

InfiniGuard Reviews

by Infinidat in Artificial Intelligence

5.0 Yk %k KX 22 Ratings

Gartner

Peer Insights
Customers’
Choice 2025

/"A“\\\
J Gartner \
v Peer Insight .)

Customers’
Choice 2024
* North

.- America
\\‘\ R

Gartner
Peer Insights
Customers’
Choice 2023
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The End Users Have Spoken

Gartner

I nfi n i BOX ReViews Peer Insights

W R Customers’
by Infinidat in Primary Storage Platforms (Transitioning to B aiaa

Enterpris

4.9 %
INFINIDAT

@ \
|I1f|| 11 ustomers’ |

. . . . . e 2094 |
o Infinidat provides an exceptional experience. hoice 20:
INFINIDAT | by Infinid: P P p /

* North

Enterprise Runs like a utility with ‘always-on' availability, \iif"_'ficf»\

N

4.9 *k reliability, and 'white-glove' support.”

IT Associate, IT Services I InfiniBox™ SSA

Gartner
Peer Insights
Customers’
Choice 2023

Infi
by Infinidat in Artificial Intelligence

5.0 Yk %k KX 22 Ratings
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